Red de Bitcoin



Bitcoin network I

La Unica referencia que realmente necesitan:

https://en.bitcoin.it/wiki/Protocol documentation

Todo explicado bien sencillo

Pero vamos paso a paso


https://en.bitcoin.it/wiki/Protocol_documentation

Bitcoin network

Nodos de Bitcoin:

* Por detras implementan la légica de Bitcoin (transacciones, blockchain, proof
of work, direcciones de otros nodos)

« Forman una red p2p que propaga mensajes (gossip protocol)

* Nadie prohibe que los mensajes se intercambian fuera de esta red!!!

Objetivo de esta clase:
* Implementar (parte de) la comunicacién entre nodos (sean full, SPV, o usuarios
singulares que en realidad no corren un nodo)



Un mensaje en la red de Bitcoin

Forma de todos los mensajes

fobeb4d976657273696f6e0000000000650000005f1a69d2721101000100000000000000bc8f5e540
0000000010000000000000000000000000000000000ffffc61b6409208d0100CCOOOEOOOOOEOOOOOO
00000000000000ffffcb0071c0208d128035cbc97953f80f215361746f7368693a302e392e332fcf0O
5050001

- f9beb4d9 - network magic (always 0xf9beb4d9 for mainnet)

- 76657273696f6e0000000000 - command, 12 bytes, human-readable

- 65000000 - payload length, 4 bytes, little-endian

- 5f1a69d2 - payload checksum, first 4 bytes of hash256 of the
payload

- 7211...01 - payload

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



Magic (4 bytes):
Donde parte el mensaje

- Por si se corta la transmission
f9beb4d976657273696f6e0000000000650000005f _ Identifica la red

00000000100000000060000000000000000000000000 - 0xOb110907 para testnet
00000000000000ffffcb0071c0208d128035cbcg
5050001

- f9beb4d9 - network magic (always 0xf9beb4d9 for mainnet)

- 76657273696f6e0000000000 - command, 12 bytes, human-readable

- 65000000 - payload length, 4 bytes, little-endian

- 5f1a69d2 - payload checksum, first 4 bytes of hash256 of the
payload

- 7211...01 - payload

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



Command (12 bytes):
e.g. 'block’, 'header’,...
ASCII string

fobeb4d976657273696f6e0000000000650000005 _ https:/len.bitcoin.itwiki/Protocol_d
0000000010000000000000000000000000000000000 ocumentation
00000000000000fffcb0071c0208d128035chc97953f80% 2fcfo

5050001

- f9beb4d9 - network magic (alwayfPPuxfobeb4d9 for mainnet)

- 76657273696f6e0000000000 - command, 12 bytes, human-readable

- 65000000 - payload length, 4 bytes, little-endian

- 5f1a69d2 - payload checksum, first 4 bytes of hash256 of the
payload

- 7211...01 - payload

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



Largo (4 bytes):
fobeba4d976657273696f6e0000000000650000005f - Little-endian!

5050001

- f9beb4d9 - network magic 0xf9beb4d9 for mainnet)

- 76657273696f6e00000000006* command, 12 bytes, human-readable

- 65000000 - payload length, 4 bytes, little-endian

- 5f1a69d2 - payload checksum, first 4 bytes of hash256 of the
payload

- 7211...01 - payload

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



Checksum (4 bytes):
f9beb4d976657273696f6e0000000000650000005f - Hash256(payload)[:4]
0000000010000000000000000000000000000000000
00000000000000ffffcb0071c0208d128035cbc97953f84 $32fcfo
5050001

- f9beb4d9 - network magic .

- 76657273696f6e00000000043 ommand, 12 bytes, human-readable

- 65000000 - payload lg#qth, 4 bytes, little-endian

- 5f1a69d2 - payload checksum, first 4 bytes of hash256 of the
payload

- 7211...01 - payload

0xf9beb4d9 for mainnet)

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



La carne!
f9beb4d976657273696f6e0000000000650000005f

0000000010000000000000000000000000000000000
00000000000000ffffcb0071c0208d128035cbc9795318C
5050001

- f9beb4d9 - network magic (alwa
- 76657273696f6e0000000000 - g
- 65000000 - payload lengt
- 5f1a69d2 - payload cheg
payload
- 7211...01 - payload

beb4d9 for mainnet)
md, 12 bytes, human-readable
pbytes, little-endian

sum, first 4 bytes of hash256 of the

https://github.com/jimmysong/programmingbitcoin/blob/master/ch10.asciidoc



Un mensaje en la red de Bitcoin

Implemenatacion — clase que guarda los mensajes

class NetworkEnvelope:

def init_ (self, command, payload, testnet=False):
self.command = command
self.payload = payload
testnet:
self.magic = TESTNET_NETWORK_MAGIC

self.magic = NETWORK_ MAGIC




Un mensaje en la red de Bitcoin

Implemenatacion — clase que guarda los mensajes

PR | [P ey [P sl [ —
CLGS classmethod
def parse(cls, s, testnet=False):

magic = s.read(4)
magic b'':
RuntimeError( 'Connection reset!')
testnet:
expected_magic = TESTNET_NETWORK_MAGIC

éxpected_magic NETWORK_MAGIC
magic expected_magic:
RuntimeError('magic is not right {} vs {}'.format(magic.hex(), expected_magic.hex()))

command = s.read(12)
command command.strip(b'\x08")
payload_length = little_endian_to_int(s.read(4))
checksum = s.read(4)
payload = s.read(payload_length)
calculated_checksum = hash256(payload)[:4]

calculated_checksum checksum:
RuntimeError('checksum does not match')

cls(command, payload, testnet-testnet)




Un mensaje en la red de Bitcoin

Implemenatacion — clase que guarda los mensajes

class NetworkEnvelope:
def serialize(self):

result = self.magic

result self.command + b'\x0@" (12 - len(self.command))
result int_to_little endian(len(self.payload), 4)
result hash256(self.payload)[:4]

result self.payload
result




Bitcoin network I

Algunos comandos importantes

Lo que implementaremos en esta clase:

* \Version

* Verack
 GetHeaders
e Headers

En implementacion:
* Para enviar un mensaje: necesito tener serialize
* Para procesar mensaje recibido: necesito tener parse



Bitcoin network

Version

7110100 ad17835b00000000
8d20 8d20f6a8d7a440ec27al
0000000001

7f110100 - Protocol version, 4 bytes, little-endian, 70015
- Network services of sender, 8 bytes, little-endian
ad17835b00000EOOO - Timestamp, 8 bytes, little-endian
- Network services of receiver, 8 bytes, little-endian
- Network address of receiver, 16 bytes, IPv4
0.0.0.0
8d20 - Network port of receiver, 2 bytes, 8333
- Network services of sender, 8 bytes, little-endian
- Network address of sender, 16 bytes, IPv4
0.0.0.0
8d20 - Network port of sender, 2 bytes, 8333
f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses
- User agent
/programmingblockchain:0.1/
00000000 - Height, ©
01 - Optional flag for relay, based on BIP37



Bitcoin network
Version sirve para

establecer la comunicacion Version
entre dos nodos! /0N

7f1101000000000000000000a
00000008d20000000000000000CN
2f7072616772616d6d696e67626C6T6

¥r6a8d7a440ec27allb

7f110100 - Protocol version, 4 bytes, little-endian, 70015

0000000000000000 - Network services of sender, 8 bytes, little-endian

ad17835b00000EOOO - Timestamp, 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

000000000OOOOOHOOOOTTITO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

Version

¢, Qué tipo de mensajes

7f1101000000000000000000a podemos intercambiar? J00000000000T O
00000008d200000000OOEEEOOON ¥r6a8d7ad440ec27allb
2f70726f6772616d6d696e674

7f110100 - Protocol version, 4 bytes, little-endian, 70015

0000000000000000 - Network services of sender, 8 bytes, little-endian

ad17835b00000EOOO - Timestamp, 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

000000000OOOOOHOOOOTTITO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

Version

¢,Qué protocolo usa este
nodo (segWit, Litecoin,
BCH)?

POOOOOOOOOEOTTTTO
¥r6a8d7a440ec27allb

7f1101000000000000000000a
00000008d20000000000000000CN
2f7072616772616d6d696e674

7f110100 - Protocol version, 4 bytes, little-endian, 70015

0000000000000000 - Network services of sender, 8 bytes, little-endian

ad17835b00000EOOO - Timestamp, 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

000000000OOOOOHOOOOTTITO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

Version

Qué tipo de cosas se
necesitan para esta
connexion

POOOOOOEOOEOTTTTO
¥r6a8d7a440ec27allb

7f1101000000000000000000a
00000008d20000000000000000CN
2f7072616772616d6d696e67626c6]4

7f110100 - Protocol versi 4 bytes, little-endian, 70015

0000000000000000 - Network services of sender, 8 bytes, little-endian

ad17835b00000EOOO - Timestamp, 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

000000000OOOOOHOOOOTTITO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

Version

¢,Qué hora es?
Sirve para aceptar/rechazar
bloques entre otros

JOOOOOOEOOEOTTTTO
¥r6a8d7a440ec27al1lb

7f1101000000000000000000a
00000008d20000000000000000N
2f7072616772616d6d696€67626C6TC

7f110100 - Protocol versio pytes, little-endian, 70015

0000000000000000 - NetwoglPServices of sender, 8 bytes, little-endian

ad17835b00000EEOO - Timestamp, 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

000000000OOOOOHOOOOTTITO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

Version

Direccidn a cual se

7f1101000000000000000000a mandan los mensajes J00000000000f O
00000008d200000000000AAAOON ¥r6a8d7a440ec27allb
2f70726F6772616d6d696e67626C6T6

7f110100 - Protocol version, 4

0000000000000000 - Network se es of sender, 8 bytes, little-endian

ad17835b0000000O - TimestamyP; 8 bytes, little-endian

0000000000000000 - Network services of receiver, 8 bytes, little-endian

00000000000000000000TTTTO0000000 - Network address of receiver, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

HUUOEDLOUOLOLEOE - Network services ot sender, 8 bytes, Little-endtian

0000000000000000000OTTITO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37

little-endian, 70015




Bitcoin network

Version

Direccion del nodo

7f1101000000000000000000al enviando los mensajes J00000000000f O
00000008d200000000OOEEEOOON ¥r6a8d7a440ec27allb
2f70726F6772616d6d696e67626C6T6

7f110100 - Protocol version, 4 bytg

00000OOOEOOOEO0O - Network serviceg

ad17835b00000EOOO - Timestamp, 8 |

0000000000000000 - Network servi

00000000000000000000F 0000004
0.0.0.0

8d20 - Network port of receiyér, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes, little-endian

00000000000000000000TTTTO0000000 - Network address of sender, 16 bytes, IPv4
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

Toadd/ad440ecl/al - Nonce, 8 bytes, used Tor communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37

e-endian, 70015

gender, 8 bytes, little-endian
little-endian

of receiver, 8 bytes, little-endian
Network address of receiver, 16 bytes, IPv4




Bitcoin network

Version

Para detectar si me estoy

7f1101000000000000000000a conectando a mi mismo JOO0000000eOTFTTO
000000O8d200000000000NONNOON ¥r6a8d7a440ec27al1b
2f70726f6772616d6d696e67626C6T6

7f110100 - Protocol version, 4 bytg

0OOOOOOOOOOOO0OO - Network servicg

ad17835b00000EOOO - Timestamp, 8

DOOOOOOOOOOOOOOO - Network sery,

00000000000000000000ffFFfOOO0OQ
0.0.0.0

8d20 - Network port of recej

HOOOOOOOEOOOEOOO - Network

00000000000000000000ffFffog
0.0.0.0

8d20 - Network port of gender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e33302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37

e-endian, 70015

ender, 8 bytes, little-endian
little-endian

0f receiver, 8 bytes, little-endian

etwork address of receiver, 16 bytes, IPv4

, 2 bytes, 8333
vices of sender, 8 bytes, little-endian
70000 - Network address of sender, 16 bytes, IPv4



Bitcoin network

Version

¢, Qué software estoy

7f1101000000000000000000a¥ usando? —var_str J00000000000TF O
00000008d20000000000000000CW ¥r6a8d7a440ec27a11b
2f70726f6772616d6d696e67626C6T6

7f110100 - Protocol version, 4 bytes, little-e

0000000000000000 - Network services of sender,

ad17835b00000OOO - Timestamp, 8 bytes, little-end

OOOOOOOOEOOOOOOO - Network services of receiver, 8

0OO0OOOOEOOOEOOOOOOOTTTTO0000000 - Network address ¢
0.0.0.0

8d20 - Network port of receiver, 2 bytes, 8333

0000000000000000 - Network services of sender, 8 bytes,

HOOOOOOOOOOOOOOOOOOOTTTTO0000000 - Network address of sen
0.0.0.0

8d20 - Network port of sender, 2 bytes, 8333

f6a8d7a440ec27al - Nonce, 8 bytes, used for communicating responses

1b2f70726T6772616d6d696e67626c6T636b636861696e3a302e312f - User agent
/programmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37

little-endian

, little-endian
eiver, 16 bytes, IPv4

tle-endian
, 16 bytes, IPv4



Bitcoin network
Es ultimo bloque que tiene

el nodo enV|‘ando el 0000060000 FFf0 Version
mensaje!

¥r6a8d7a440ec27allb

7f1101000000000000000000a
00000008d20000000000000000CN
2f7072616772616d6d696€67626C6TC

7f110100 - Protocol version, 4 byj
0OOOOOOOOOOOOOOO - Network servi
ad17835b0000EEOO - Timestamp,
00000OOOEOOOOOOO - Network se
00000000000000000000fFfff000Q
0.0.0.0
8d20 - Network port of rg
0O0000O00OOOOOO0 - Netwg
00000000000000000000f 1T

le-endian, 70015

ender, 8 bytes, little-endian
little-endian

of receiver, 8 bytes, little-endian

- Network address of receiver, 16 bytes, IPv4

er, 2 bytes, 8333
ervices of sender, 8 bytes, little-endian
7000000 - Network address of sender, 16 bytes, IPv4

0.0.0.0
8d20 - Network por sender, 2 bytes, 8333
f6a8d7a440ec27al lonce, 8 bytes, used for communicating responses

1b2f70726T677261406d696e67626c6T636b636861696e3a302e312f - User agent
/progrAmmingblockchain:0.1/

00000000 - Height, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network

- ' M
Filtros de Bloom! 00000000060 FFFF0 Version

¥r6a8d7a440ec27allb

7f1101000000000000000000a
00000008d20000000000000000CN
2f7072616772616d6d696€67626C6TC

7f110100 - Protocol version, 4 by
0OOOOOOOOOOOOOOO - Network servi
ad17835b0000EEOO - Timestamp,

0000OOOOEOOOEOOO - Network sg
00000000000000000000FFFf00Q

0.0.0.0

8d20 - Network port of
0000000000000000 - Net
000000000000000000001,

le-endian, 70015

sender, 8 bytes, little-endian

g, little-endian

¢ of receiver, 8 bytes, little-endian

- Network address of receiver, 16 bytes, IPv4

jer, 2 bytes, 8333
services of sender, 8 bytes, little-endian
yooooooo - Network address of sender, 16 bytes, IPv4

0.0.0.0
8d20 - Network porf8f sender, 2 bytes, 8333
f6a8d7a440ec27al14)/Nonce, 8 bytes, used for communicating responses

1b2f70726T6772648d6d696e67626c6T636b636861696e3a302e312f - User agent
/progfammingblockchain:0.1/

00000000 - HEight, ©

01 - Optional flag for relay, based on BIP37



Bitcoin network I

command = b'version' Ve rSiOH

def __init_ (self, version 15, services=0, timestamp=None,

receiver_services=0
receiver_ip=b'\x@( XBe » receiver_port
sender_services
sender_ip=b"' 2\ x00\ X @0', sender_port=8333,
nonce=None, user_agent=b'/programmingbitcoin:@.1/",
Latest_block=0, relay=Fals

self.version = version

self.services = services

timestamp None:
self.timestamp = int(time.time())

self.timestamp = timestamp
self.receiver_services - receiver_services
self.receiver_ip = receiver_ip
self.receiver_port - receiver_port
self.sender_services = sender_services
self.sender_ip = sender_ip
self.sender_port = sender_port
nonce None:
self.nonce = int_to_little_endian(randint(®@, 2**64), 8)

self.nonce = nonce
self.user_agent = user_agent
self.latest_block = latest_block
self.relay = relay




Bitcoin network

command b*ver def serialize(self): VerSIOn

def __init_ (se
re result int_to_little_endian(self.version, 4)
re

se result int_to_little_endian(self.services, 8)

=L result int_to_little_endian(self.timestamp, 8) S;()I()
i mandaremos!

La result int_to_little_endian(self.receiver_services, 8)
self.versio
self.servic result b'\xe8" 10 + b'\xff\xff' + self.receiver_ip
timestam . .
. result self.receiver_port.to_bytes(2, 'big')
self.ti

. result int_to_little_endian(self.sender_services, 8)
self.ti

self.receiv result b'\xee" 18 + b'\xff\xff' + self.sender_ip
self.receiv
self.receiv
self.sender
self.sender
self.sender result encode_varint(len(self.user_agent))

nonce result self.user_agent

self.no

result self.sender_port.to_bytes(2, 'big')

result self.nonce

result int_to_little_endian(self.latest_block, 4)

self.no self.relay:
self.user_a result b'
self.latest :

self.relay result
result




Bitcoin network I

Verack

verack

The verack message is sent in reply to version. This message consists of only a message header with the command string "verack”.

Hexdump of the verack message:

0000 FS BE B4 D9 76 65 72 &1 &3 eB 00 00 00 00 00 00 ....verack
0010 00 00 00 00 5D F& EO E2

Message header:

FS BE B4 DY - Main network magic bytes
76 65 72 81 63 6B 00 00 00 00 00 00 - "werack" command

00 00 00 00 - Payload is 0 bytes long
5D F& EOD EZ — Checksum (little endian)

https://en.bitcoin.it/wiki/Protocol _documentation



Bitcoin network I

Verack

verack

The verack message is sent in reply to version. This message consis ng "verack”.

Hexdump of the verack message:

0000 FS BE B4 D9 76 65 72 &1 &3 eB 00 00 00 00 00 00 ....verack
0010 00 00 00 00 5D F& EO E2

Message header:

FS BE B4 DY - Main network magic bytes
76 65 72 81 63 6B 00 00 00 00 00 00 - "werack" command

00 00 00 00 - Payload is 0 bytes long
5D F& EOD EZ — Checksum (little endian)

https://en.bitcoin.it/wiki/Protocol _documentation



Bitcoin network I

Verack

class VerAckMessage:
command b'verack'

def __init__ (self):

classmethod
def parse(cls, s):
cls()

def serialize(self):
b'l'l




Un nodo simple

class SimpleNode:

def __init__ (self, host, port=None, testnet=False, logging=False):
port None:
testnet:
port

port 8333
self.testnet testnet
self.logging - logging

self.socket - socket.socket(socket.AF_INET, socket.SOCK_STREAM)
self.socket.connect((host, port))

self.stream = self.socket.makefile('rb', None)




Un nodo simple

class SimpleNode:

def wait_for(self, *message_classes):
command None
command_to_class {m.command: m m message_classes}
command command_to_class.keys():
envelope self.read()
command envelope. command
command VersionMessage.command:

self.send(VerAckMessage())
command PingMessage.command:

self.send(PongMessage(envelope.payload))

command_to_class[command].parse(envelope.stream())




class PingMessage:
command = b'ping’

def __init__(self, nonce):

self.nonce nonce

classmethod
def parse(cls, s):
nonce = s.read(8)
cls(nonce)

def serialize(self):

self.nonce

class PongMessage:
command b'pong'

def __init__(self, nonce):

selLf.nonce nonce

def parse(cls, s):
nonce = s.read(8)
cls(nonce)

def serialize(self):
self.nonce

Un nodo simple
Oing pong




Un nodo simple

Para simplificar las cosas,
nuestra implementacion es
sincrona!
def wait_for(self, *message_classes): (|e mando mensaje y espero la
respuesta)

class SimpleNode:

command
command_to_class {m.command: m m message_classes}

command command_to_class.keys():
envelope self.read()
command envelope. command
command VersionMessage.command: STREAM)

self.send(VerAckMessage())
command PingMessage.command:

self.send(PongMessage(envelope.payload))

command_to_class[command].parse(envelope.stream())




Un nodo simple

Para simplificar las cosas,
nuestra implementacion es
sincrona!
def wait_for(self, *message_classes): (|e mando mensaje y espero la
respuesta)

class SimpleNode:

command
command_to_class {m.command: m m message_classe:

command command_to_class.keys():
envelope self.read()

command envelope. command
Nodos de verdad se comunican

command VersionMessage.command: P
de manera asincronal!

self.send(VerAckMessage())
command PingMessage.command:

self.send(PongMessage(envelope.payload))

command_to_class[command].parse(envelope.stream())




Un nodo simple

class SimpleNode:

def handshake(self):

version = VersionMessage()
self.send(version)

self.wait_for(VerAckMessage)




Un nodo simple

class SimpleNode:

def handshake(self):

version = VersionMessage()

self.send(version) Para emepezar

self.wait_for(VerAckMessage)




Un nodo simple

Conexion inicial

node = SimpleNode('testnet.programmingbitcoin.com’, et
node.handshake()

Necesito conocer la direccion
de al menos un nodo!




Bitcoin network
Nodos SPV

o

4

Si soy un nodo SPV necesito el blockchain de headers!
= Version

o Verack

* GetHeaders

* Headers



Bitcoin network
GetHeaders

Con getheaders puedo pedir los headers (max 2000!)

Payload:
7f11010001a35bd0ca2f4as88cseda6d213e2378a5758d fcd6af43712000000000000000000

7f110100 - Protocol version, 4 bytes, little-endian, 70015
01 - Number of hashes, varint
a35b...00 - Starting block, little-endian



Bitcoin network
GetHeaders

Con getheaders puedo pedir los headers (i En realidad, puedo partir desde

mas de un bloque (e.g. para

Payload: forks)

7f11010001a35bd0ca2f4a88cd4edabd213e2378a5 4
00000000000000000000000000000000000004

; = FPFOUUU00000000
PTU0000000000

7f110100 - Pga#®cCol version, 4 bytes, little-endian, 70015
©1 - Number of hashes, varint

a35b...00 - Starting block, little-endian

0000...00 - Ending block, little-endian



Bitcoin network
GetHeaders

Con getheaders puedo pedir los headers - -
Siigual a 0, deberiamos recibir

hasta los proximos 2000 bloques

Payload:

7f11010001a35bd0ca2f4a88cd4edabd213e2378a5758dfcdbaiyg EEOUU00000000
000000000000000000000000000000000000000000000000 Q4

7f110100 - Protocol version, 4 by
@1 - Number of hashes, varint Depende del nodo!
a35b...00 - Starting block, Utle-endian
0000...00 - Ending block, little-endian



Bitcoin network
B LR GetHeaders

def __init__(self, version=70015, num_hashes=1, start_block=None, end_block=None):

self.version = version
self.num_hashes = num_hashes

start_block None:

RuntimeError('a start block is required')

self.start_block = start_block

end_block None:

self.end_block = b'\x00' 32

self.end_block = end_block

serialize(self):

result = int_to_little_endian(self.version, 4)
result encode_varint(self.num_hashes)
result self.start_block[::-1]

result self.end_block[::-1]
result




Bitcoin network I

headers

Respuesta a getheaders es headers

Payload:

02
00

00
- 02 - Number of block headers

- 00 - Number of transactions (always 0)



Bitcoin network I

headers

Hay que definir como

Respuesta a getheaders es headers parsear estol

Payload:

bbe7c5d0793a500000000000000ef445fef
47bd0d692d14d4dc7c835b67d8001ac157e6700
061596€32e426b712c7caf0000000000000768b89f07
d98789339937fd006bd44880835b67d8001ade09204600

0200000020df3b053dc46f162a9b00c7f0d5124¢
2ed495c275892206ca533e7411907971013abg
00000002030eb2540c41025690160a1014
044e6130ead292a3f51951adbd2202d

- 02 - Number of b#ck headers
- 00...67 - Block header
- 00 - Number of transactions (always 0)



Block headers

Block Headers

Block headers are sent in a headers packet in response to a getheaders message.

Field Size Description Data type Comments

4 version int32_t Block version information (note, this is signed)

32 prev_block | char[32] | The hash value of the previous block this particular block references

32 merkle_root | char[32] | The reference to a Merkle tree collection which is a hash of all transactions related to this block

4 timestamp uint32_t | A timestamp recording when this block was created (Will overflow in 21 06[2]}

4 bits uint32_t | The calculated difficulty target being used for this block

4 nonce uint32_t | The nonce used to generate this block. .. to allow variations of the header and compute different hashes
1+ txn_count var_int Number of transaction entries, this value is always 0

https://en.bitcoin.it/wiki/Protocol _documentation



Block Headers

Block headers are sent in a headers packet in response to a getheaders message.

Block headers

Nuestra implementacion

verificara esto en el payload
de header message!

Field Size Description Data type

4 version int32_t Block version information (g

32 prev_block | char[32] | The hash value of gus block this particular block references

32 merkle_root | char[32] erkle tree collection which is a hash of all transactions related to this block

4 timestamp uint32_t stamp recording when this block was created (Will overflow in 21 06[2]}

4 bits he calculated difficulty target being used for this block

4 nonce The nonce used to generate this block. .. to allow variations of the header and compute different hashes
1+ b(n_cmﬁt var_int Number of transaction entries, this value is always 0

https://en.bitcoin.it/wiki/Protocol _documentation




Block headers
En bytes

020000208ec39428b17323fa0ddecB8e887b4a7c53b8c0ald
a220cfdoOo0000000EEEEEEEEO5DO750fCce0a889502d4050
8d39576821155e9c9e3f5c3157f961db38fd8b25bele77a
759e93c0118a4ffd71d

- 02000020 - version, 4 bytes, LE

- 8ec3...00 - previous block, 32 bytes, LE
- 5b07...be - merkle root, 32 bytes, LE

- 1e77a759 - timestamp, 4 bytes, LE

- €93c0118 - bits, 4 bytes

- a4ffd71d - nonce, 4 bytes

https://github.com/jimmysong/programmingbitcoin/blob/master/ch09.asciidoc



Block headers
En bytes

020000208ec39428b17323fa0ddecB8e887b4a7c53b8c0ald
a220cfdoOo0000000EEEEEEEEO5DO750fCce0a889502d4050
8d39576821155e9c9e3f5c3157f961db38fd8b25bele77a
759e93c0118a4ffd71d

- 02000020 - version, 4 bytes, LE

- 8ec3...00 - previous block, 32 bytes, LE
- 5b07...be - merkle root, 32 bytes, LE

- 1e77a759 - timestamp, 4 bytes, LE

- €93c0118 - bits, 4 bytes

- a4ffd71d - nonce, 4 bytes

https://github.com/jimmysong/programmingbitcoin/blob/master/ch09.asciidoc



Block headers
En Python

class Block:

def __init__ (self, version, prev_block, merkle_root,
timestamp, blts nonce):
selLf.version version

self.prev_block = prev_block
self.merkle_root merkle_root
self.timestamp - timestamp
self.bits bits

self.nonce nonce

https://github.com/jimmysong/programmingbitcoin/blob/master/ch09.asciidoc



Block headers
En Python

class Block:

classmethod
def parse(cls, s):

version = little_endian_to_int(s.read(4))
prev_block = s.read(322)[::-1]

merkle_root s.read(32)[::-1]

timestamp = little_endian_to_int(s.read(4))
bits s.read(4)

nonce s.read(4)

cls(version, prev_block, merkle_root, timestamp, bits, nonce)

https://github.com/jimmysong/programmingbitcoin/blob/master/ch09.asciidoc



Block headers
En Python

class Block:

def serialize(self):

result = int_to_little_endian(self.version, 4)
result self.prev_block[::-1]

result self.merkle_root[::-1]

result int_to_little_endian(self.timestamp, 4)
result self.bits

result self.nonce
result

https://github.com/jimmysong/programmingbitcoin/blob/master/ch09.asciidoc



Bitcoin network I

headers

Ahora sabemos como

Respuesta a getheaders es headers parsear estoll

Payload:

bbe7c5d0793a500000000000000ef445fef
47bd0d692d14d4dc7c835b67d8001ac157e6700
061596€32e426b712c7caf0000000000000768b89f07
d98789339937fd006bd44880835b67d8001ade09204600

0200000020df3b053dc46f162a9b00c7f0d5124¢
2ed495c275892206ca533e7411907971013abg
00000002030eb2540c41025690160a1014
044e6130ead292a3f51951adbd2202d

- 02 - Number of b#ck headers
- 00...67 - Block header
- 00 - Number of transactions (always 0)



Block headers

Recibiremos headers message

class HeadersMessage:
command b'headers’

def __init__(self, blocks):
self.blocks blocks

classmethod
def parse(cls, stream):

num_headers read_varint(stream)

blocks [1]

range(num_headers):

blocks.append(Block.parse(stream))
num_txs read_varint(stream)

num_txs a:
RuntimeError('number of txs not @')

cLs(blocks)




Block headers

Recibiremos headers message

class HeadersMessage:
command b'headers'

def __init__(self, blocks):
self.blocks blocks

classmethod Blockchain de headers
def parse(cls, stream):

num_headers read_varint(stream)
blocks []
range(num_headers):
blocks.append(Block.parse(stream))
num_txs read_varint(stream)

num_txs
RuntimeError('number of txs not ')

cLs(blocks)




Block headers

Recibiremos headers message

class HeadersMessage:
command b'headers'

def __init__(self, blocks):
self.blocks blocks

classmethod Numero de headers
def parse(cls, stream):

num_headers read_varint(stream)
blocks []
range(num_headers):
blocks.append(Block.parse(stream))
num_txs read_varint(stream)

num_txs a:
RuntimeError('number of txs not ')

cLs(blocks)




Block headers

Recibiremos headers message

class HeadersMessage:
command b'headers'

def __init__(self, blocks):
self.blocks blocks

Headers (lo guardaremos como

classmethod .
objetos de la clase block)

def parse(cls, stream):
num_headers read_varint(stream)
blocks []
range(num_headers):
blocks.append(Block.parse(stream))
num_txs read_varint(stream)

num_txs
RuntimeError('number of txs not ')

cLs(blocks)




Block headers

Recibiremos headers message

class HeadersMessage:
command b'headers'

def __init__(self, blocks):
self.blocks blocks

Numero de transacciones tiene que

classmethod
ser 0!

def parse(cls, stream):
num_headers read_varint(stream)
blocks []
range(num_headers):
blocks.append(Block.parse(stream))
num_txs read_varint(stream)

num_txs
RuntimeError('number of txs not ')

cLs(blocks)




Block headers

¢Como obtener primeros 2000 bloques?

node = SimpleNode('testnet.programmingbitcoin.com', testnet=True)
node.handshake()

previous Block.parse(BytesIO(GENESIS_BLOCK))

getheaders GetHeadersMessage(start_block = previous.hash())
node. send(getheaders)

headers = node.wait_for(HeadersMessage)

X headers.blocks:
print(x.hash().hex(),x.prev_block.hex())




Block headers

¢Como obtener primeros 2000 bloques?

node = SimpleNode('testnet.programming

Necesitamos el genesis block!
node.handshake()

previous - Block.parse(BytesIO(GENESIS_BLOCK))
getheaders = GetHeadersMessage(start_block = previous.hash())

node.send(getheaders)
headers node.wait_for(HeadersMessage)

X headers.blocks:
print(x.hash().hex(),x.prev_block.hex())




Block headers

¢Como obtener primeros 2000 bloques?

node = SimpleNode('testnet.programming

Pido bloques!
node.handshake()

previous = Block.parse(Bytss# | wENESIS_BLOCK))
getheaders = GetHeadersfiessage(start_block = previous.hash())

node.send(getheaders)
headers node.wait_for(HeadersMessage)

X headers.blocks:
print(x.hash().hex(),x.prev_block.hex())




Block headers

¢Como obtener primeros 2000 bloques?

node = SimpleNode('testnet.programming

Espero recibir bloques
node.handshake()

previous - Block.parse(BytesIO(GZ¢ .5 _BLOCK))
getheaders = GetHeadersMessaglstart _block = previous.hash())

node.send(getheaders)
headers node.wait_for(HeadersMessage)

X headers.blocks:
print(x.hash().hex(),x.prev_block.hex())




Block Headers

Block headers are sent in a heade

Proof of work

Permiten verificar si POW vale!

(no confundir con bits de Merkle tree)

Field Size Description Data type

4 version int32_t (note, this is signed)

32 prev_block | char[32] | The has 7l the previous block this particular block references

32 merkle_root | char[32] | The reff#nce to a Merkle tree collection which is a hash of all transactions related to this block

4 timestamp | uint32_t | A timestamp recording when this block was created (Will overflow in 21 06[2]) \

4 bits uint32_t | The calculated difficulty target being used for this block j

4 nonce uint32_t | The nonce used to generate this block. .. to allow variations of the header and compute different hashes
1+ txn_count var_int Number of transaction entries, this value is always 0




Proof of work I

¢Como validar si POW de un bloque esta valido?
1. hash(header) < target
2. bits son correctos (segun el ajuste de dificultad)



Proof of work I

¢Como validar si POW de un bloque esta valido?
1. hash(header) < target
2. bits son correctos (segin'e

Para computar el hash de un bloque

necesito solo el header
(contiene el MerkleRoot)



Proof of work I

¢Como validar si POW de un bloque esta valido?
1. hash(header) < target
2. bits son correctos (segun el ajuste de dificultad)

Ajuste de dificultad es determinista!

Todos los nodos lo pueden verificar!

Aqui se usa el timestamp de un bloque!




Proof of work I

¢Como validar si POW de un bloque esta valido?
1. hash(header) < target
2. bits son correctos (segu

Target se computa usando bits
(que salen en el block header)



Proof of work I

¢Como validar si POW de un bloque esta valido?
1. hash(header) < target
2. bits son correctos (segu

Target se computa usando bits
(que salen en el block header)



¢CoOmo computar target?
* Usando bits = 4 bytes

bits son dos numeros distintos:
1. Byte 4 es el exponente: exp

2. Bytes 1,2,3 son el coeficiente: coeff (en Little-endian)

target = coeff - 256°*P-3

Proof of work

Target




Proof of work I

Target

target = coeff - 256°*P-3

def bits_to_target(bits):

exponent = bits[-1]

coefficient = little_endian_to_int(bits[:-1])

coefficient * 256" “(exponent - 3)

Funcién implementada en helper.py



_éComo validar si POW de un bloque esta valido?

hash(header) < target

2.

bits son correctos (segun el ajuste de dificultad)

Proof of work I



Proof of work I

class Block:

def __init__ (self, version, prev_block, merkle_root,
timestamp, blts nonce):
selLf.version version

self.prev_block = prev_block
self.merkle_root merkle_root
self.timestamp - timestamp
self.bits bits

self.nonce nonce




Proof of work

class Block: Block header ya

contiene todo!!!
def serialize(self):

result = int_to_little_endian(self.version, 4)
result self.prev_block[::-1]

result self.merkle_root[::-1]

result int_to_little_endian(self.timestamp, 4)
result self.bits

result self.nonce
result




class Block:

def hash(self):

S self.serialize()

h256 = hash256(s)

h256[::-1]

Proof of work I




Proof of work I

class Block:

def check pow(self):

h256 hash256(self.serialize())

proof little endian to int(h256)

proof < self.target()




Proof of work I

¢Como validar si POW de un bloque esta valido?

<
| 2. bits son correctos (segun el ajuste de dificultad)

¢ Estamos resolviendo el puzzle correcto?




Proof of work
Ajuste de dificultad

bits son correctos (segun el ajuste de dificultad)
* Cada grupo de 2016 bloques en Bitcoin se llama difficulty adjustment period

e Target se ajusta segun la siguiente formula:

time_diff = (timestamp del ultimo bloque) — (timestamp del primer bloque)

new_target = prev_target -time_diff/(2 semanas)



Proof of work
ste de dificultad

E.g. para el periodo bloques: 2017 hasta 4032
new_target se computa con la diferencia de
los bloques 2016y 1

bits son corre
 (Cadagrupode
* Target se ajusta sf

a difficulty adjustment period
Iguiente formula:

time_diff = (timestamp del ultimo bloque) — (timestamp del primer bloque)

new target = prev_target -time_diff/(2 semanas)



Proof of work
ste de dificultad

E.g. para el periodo bloques: 2017 hasta 4032

Esto es el target para el periodo 1 - 2016
bits son corre
 (Cadagrupode
* Target se ajusta seg

& difficulty adjustment period
Jiente formula:
time_diff = (timesta del ultimo bloque) — (timestamp del primer bloque)

new target = prev_target -time_diff/(2 semanas)



Proof of work
ste de dificultad

Nota:
Sitime_diff>8 semanas se usa 8 semanas
Sitime_diff<3.5 dias se usa 3.5 dias

bits son corre
 (Cadagrupode
* Target se ajusta

g difficulty adjustment period
Iguiente formula:

time_diff = (timestamp del ultimo bloque) — (timestamp del primer bloque)

new target = prev_target -time_diff/(2 semanas)



Proof of work
ste de dificultad

Nota:
Otro one-off bug de Satoshi: la diferencia se
ve entre bloques 2015 bloques aparte,

. entonces no 2 semanas!
bits son corre

 (Cadagrupode
* Target se ajusta

g difficulty adjustment period
Iguiente formula:

time_diff = (timestamp del ultimo bloque) — (timestamp del primer bloque)

new target = prev_target -time_diff/(2 semanas)



Proof of work
Ajuste de dificultad

def calculate_new_bits(previous_bits, time_differential):

time_differential > TWO_WEEKS * 4:
time_differential - TWO_WEEKS * 4

time_differential < TWO_WEEKS 4:
time_differential - TWO_WEEKS 4

new_target - bits_to_target(previous_bits) ~ time_differential TWO_WEEKS

new_target MAX_TARGET:
new_target MAX_TARGET

target_to_bits(new_target)

Funcion implementada en helper.py



Proof of work
iuste de dificultad

Target de genesys block; nunca puede ser

. e :
def cald mas facil que esto!

time_differential ,
time_differential cKS

time_differential _WEEKS
time_differentia WO_WEEKS

new_target - bits_ti carget(previous_bits) * time_differential TWO_WEEKS

new_target MAX_TARGET:
new_target MAX_TARGET

target_to_bits(new_target)

Funcion implementada en helper.py



def target_to_bits(target):

raw_bytes = target.to_bytes(32, 'big')

raw_bytes raw_bytes.lstrip(b’

raw_bytes[@] ox7f:

exponent = len(raw_bytes) 1
coefficient b'\x00' raw_bytes[:2]

exponent = len(raw_bytes)

coefficient = raw_bytes[:3]

new_bits - coefficient[::-1] + bytes([exponent])
new_bits

Funcion implementada en helper.py

Proof of work
Ajuste de dificultad




Proof of work

Con esto nuestra implementacion puede descargar los block headers y verificar
que todos cumplen el proof-of-work que corresponde a este bloque!

Como un ejercicio, pueden usar nuestra implementacion para verificar esto!



Referencias

Leer:
* Programming Bitcoin, capitulos 9,10
* https://en.bitcoin.it/wiki/Protocol _documentation



