Script

Implementacion



¢Qué nos falta?

Ya que implementamos Tx

Para poder crear transacciones necesitamos poder:
* Crear/serializar scripts de Script!!!

Para poder validar transacciones necesitamos poder:
* Correr los scripts de Script!!!

La clase que viene lo implementaremos



Scripts

Comandos

Dos tipos:
1. OP_CODES
2. Bytes (data)



Script I

Op codes

OP_DUP

Duplicates the top item on the stack

OP_HASH160

Hashes twice: first using SHA-256 and then RIPEMD-160

OP_EQUALVERIFY

Returns true if the inputs are equal. Returns false and marks the
transaction as invalid if they are unequal

OP_CHECKSIG

Checks that the input signature is a valid signature using the input public
key for the hash of the current transaction




Implementacion de Op codes I
OP_DUP, OP_VERIFY

def op_verify(stack):
len(stack)

element stack.pop()

decode_num(element) Siempre manipulan el stack!!!

def op_dup(stack):
len(stack)

stack.append(stack[-1])




Implementacion de Op codes I
OP_DUP, OP_VERIFY

def op_verify(stack):
len(stack) 1:
False
element - stack.pop()
decode num(element)
False
True

def op_dup(stack):
len(stack) 1:
False
stack.append(stack[-1])
True




Implementacion de Op codes I
OP_DUP, OP_VERIFY

def op_verify(stack):
len(stack)

element stack.pop()

decode num(element) : NUmeros son un poco raros
en Script!

def op_dup(stack):
len(stack)

stack.append(stack[-1])




def encode num(num):
num 0:
b
abs_num = abs(num)
negative num 0
result = bytearray()
abs_num:
result.append(abs_num & Oxff)
abs_num 8

result[-1] 0x80:
negative:
result.append(0x80)

result.append(9)
negative:
result[-1] Ox80
bytes(result)

Implementacion de Op codes

Numeros en Script

def decode_num(element):

element b'':
(%)

big _endian element[::-1]

big endian[@] 0x80:
negative True
result big endian[@]

negative False
result big endian[@]
C big endian[1:]:
result 8
result C
negative:

result

result




Implementacion de Op codes
OP_EQUAL

def op_equal(stack):
len(stack) 2:
False
elementl = stack.pop()
element2 - stack.pop()
elementl element2:
stack.append(encode _num(1))

stack.append(encode num(®@))
True

def op_equalverify(stack):
op_equal(stack) op_verify(stack)




Implementacion de Op codes

def op hashl6@(stack): OP_HASH

len(stack) 1:
False

element stack.pop()

h160 - hashl6@(element)
stack.append(hl60)
True

op_hash256(stacR):
len(stack) 1:
False
element - stack.pop()
stack.append(hash256(element))
True




Implementacion de Op codes
def op_checksig(stack, z): OP_CH ECKS'G

len(stack) 2:
False

sec_pubkey = stack.pop()

der_signature = stack.pop()[:-1]

point = S256Point.parse(sec_pubkey)
sig = Signature.parse(der_signature)
(ValueError, SyntaxError):

False
point.verify(z, sig):
stack.append(encode_num(1))

stack.append(encode_num(@))
True




Implementacion de Op codes
def op_checksig(stack, z): OP_CH ECKS'G

len(stack) 2:

Fralse

sec_pubkey = stack.pop()

Input: stack, y hash para

der_signature = stack.pop()[:-1] firmar (como int)

point = S256Point.parse(sec_pubkey)
sig = Signature.parse(der_signature)
(ValueError, SyntaxError):

False
point.verify(z, sig):
stack.append(encode_num(1))

stack.append(encode_num(@))
True




Implementacion de Op codes
def op_checksig(stack, z): OP_CH ECKS'G

len(stack)

sec_pubkey = stack.pop()

Cuando uno hace la firma en Bitcoin
se concatena el hashType
der_signature = stack.pop()[:-1] (SIGHASH_ALL) al final!!
Pero 1 byte!!!

point = S256Point.parse(sec_pubkey)
sig = Signature.parse(der_signature)
(ValueError, SyntaxError):

point.verify(z, sig):
stack.append(encode_num(1))

stack.append(encode_num(@))




Implementacion de Op codes
ef op_checksig(stack, z): OP_CH ECKS'G

len(stack) 2:
False

sec_pubkey = stack.pop()

der_signature = stack.pop()[:-1]

point = S256Point.parse(sec_pubkey)
sig = Signature.parse(der_signature)

def op_checksigverify(stack, z):
op_checksig(stack, z) op_verify(stack)

polmerverery ey —sagy"
stack.append(encode_num(1))

stack.append(encode_num(@))
True




Scripts

Comandos

Dos tipos:
1. OP_CODES
2. Bytes (data)

¢Como diferencio unos de los otros?



Scripts

Comandos

Script = secuencia de bytes (cuando lo recibo)

0x00 = OP_0
0x51 = 0P 1

0x60 = OP_16

0x76 = OP_DUP
0xa9 = OP_HASH160
Oxac = OP_CHECKSIG



Scripts

Comandos

Script = secuencia de bytes (cuando lo recibo)

0x00 = OP_0
0x51=0P_1

Documentacion:
https://en.bitcoin.it/wiki/Script

0x60=0P_16

Ox76 = OP_DUP
Oxa9 = OP_HASH160
Oxac = OP_CHECKSIG




Scripts

a3 Ndos

Un salto entre 0 y 11!
Aqui van los datos

Script = secuencia de byte

Ox51 = OP 1

Documentacion:
https://en.bitcoin.it/wiki/Script

0x60=0P_16

Ox76 = OP_DUP
Oxa9 = OP_HASH160
Oxac = OP_CHECKSIG



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)

Sileo un byte n entre Ox01 y Ox4b, los siguiente n bytes son data
* Por ejemplo una firma DER

* Una llave publica SEC

 Unredeem script (para P2SH)



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)

Sileo un byte n entre Ox01 y Ox4b, los siguiente n bytes son data
* Por ejemplo una firma DER — 70 bytes

* Una llave publica SEC — 33/65 bytes

 Unredeem script (para P2SH) -- ??7?



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)

Sileo un byte n entre Ox01 y Ox4b, los siguiente n bytes son data
* Por ejemplo una firma DER — 70 bytes
* Una llave publica SEC — 33/65 bytes

 Unredeem script (para P2SH)

OP_DUP OP_HASH160 <hash> OP_EQUALVERIFY OP_CHECKSIG
Small (24 bytes)



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)

Sileo un byte n entre Ox01 y Ox4b, los siguiente n bytes son data
* Por ejemplo una firma DER — 70 bytes
* Una llave publica SEC — 33/65 bytes

 Unredeem script (para P2SH)
MULTISIG 5 of 20!!! (20x SEC)



Scripts I

n=1a 75 bytes!!! Data

Script = secuencia de bytes (cuap

Si leo un byte n entre 0x01 y Ox4b, los siguiente n bytes son data
* Por ejemplo una firma DER — 70 bytes
* Una llave publica SEC — 33/65 bytes

 Un redeem script (para P2SH)
MULTISIG 5 of 20!!! (20x SEC)



Scripts I

n=1a 75 bytes!! Data

Script = secuencia de bytes (cuap

Si leo un byte n entre Ox01 y Ox4b, los sigujeat
* Por ejemplo una firma DER — 70 byte
* Una llave publica SEC — 33/65 bytes ¢Qué hago?

 Unredeem script (para P2SH)
MULTISIG 5 of 20!!! (20x SEC)



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)

Sileo Ox4c =76 = OP_PUSHDATA1 -- siguiente byte = largo de data
Ox4c Oxff <data de largo 255 bytes>— de 75 a 255 bytes

Sileo Ox4d =77 = OP_PUSHDATAZ2 -- siguiente 2 bytes = largo

Ox4c b1 b2 <data de largo 520 bytes>—de 256 a 520 bytes



Scripts I

Data

. . &Y no 2567
Script = secuenc

NO: Maximo tamafo de data en la red es
520 bytes!!!

Sileo Ox4c =76 = OF argo de data
Ox4c Oxff <data de largo 255 bytes>— d& 55 bytes
Sileo Ox4d =77 = OP_PUSHDATA?2 -- siguient& Wytes = largo

Ox4c b1 b2 <data de largo 520 bytes>—de 256 a 520 bytes



Scripts I

Data

Script = secuencia de bytes (cuando lo recibo)
Ox4c =76 = OP_PUSHDATA1: de 75 a 255 bytes
Ox4d =77 = OP_PUSHDATA2: de 256 a 520 bytes

Ox4e = OP_PUSHDATAA4: largo de 4 bytes; no sirve pa nada



Scripts

Comandos

Dos tipos:
1. OP_CODES
2. Bytes (data)

éQué ahora?
e Parse (bytes)
* Serialize (to bytes)



Scripts

Parse

b"\x76\xa9\x14\xf3\xa9\x9f3\x92\xfO\xd4\xa8\xd8 | \x05\x84\x135\xd9\xf6/\x1a\xe3,\x88\xac' bytes

/1]

76 a9 14 f3299f3392f0d4a8d87c05841335d9f66clae32c 88 ac  hex

NN | :

OP_DUP OP_HASH160 20 f3a99f3392f0d4a8d87c05841335d9f66clae32c OP_EQUALVERIFY OP_CHECKSIG  OpPsS




Scripts

Parse

b"\x76\xa9\x14\xf3\xa9\x9f3\x92\xfO\xd4\xa8\xd8 | \x05\x84\x135\xd9\xf6/\x1a\xe3,\x88\xac' bytes

/1]

76 a9 14 f3299f3392f0d4a8d87c05841335d9f66clae32c 88 ac  hex

NN | :

OP_DUP OP_HASH160 20 f3a99f3392f0d4a8d87c05841335d9f66clae32c OP_EQUALVERIFY OP_CHECKSIG  OpsS

Solo para visualizar!




Scripts

Parse

b"\x76\xa9\x14\xf3\xa9\x9f3\x92\xfO\xd4\xa8\xd8 | \x05\x84\x135\xd9\xf6/\x1a\xe3,\x88\xac' bytes

/]

76 a9 14 f3299f3392f0d4a8d87c05841335d9f66clae32c 88 ac  hex

\

OP_DUP OP_HASH160 20 f3a99f3392f0d4a8d87c05841335d9f66clae32c OP_EQLLE

OP_CHECKSIG ~ Ops

Esto es lo que se usa!



Scripts

Parse

OP_CODE_NAMES - {

o: 'OP_0',
b\76\xa0\x14 76: 'OP_PUSHDATAL" , [NV
77: 'OP_PUSHDATA2',
/ / / 781 0P PUSHDATA ",
79: 'OP_1NEGATE',
76 a9 14 81: 'OP_1°, hex

82: 'OP_2',
83: '0OP_3"',

OP_DUP OP_HASH160 20

Esto es lo que se usa!



Scripts

Parse

Serializacion empieza con el largo del script (varint)

19 76 a9 14 13399f3392f0d4a8d87c05841335d9f66clae32c 88 ac

OP_DUP OP_HASH160 20 f3a99f3392f0d4a8d87c05841335d9f66clae32c OP_EQUALVERIFY OP_CHECKSIG



Scripts

Parse

class Script:

def __init_ (self, cmds=None):
cmds None:
self.cmds []

self.cmds = cmds




classmethod

def parse(cls, s): Scripts

length = read varint(s)
i [ Parse
count 0
count length:
current = s.read(1)
count 1
current_byte current[0]
current_byte 1 current_byte
n current_byte
cmds . append(s.read(n))

count

op_code current_byte

cmds . append(op_code)
count length:
SyntaxError('parsing script failed’)
cls(cmds)




Scripts

Serialize

OP_DUP OP_HASH160 20 f3a299f3392f0d4a8d87c05841335d9f66clae32c OP_EQUALVERIFY OP_CHECKSIG op

L/ N

76 a9 14 f3299f3392f0d4a8d87c05841335d9f66clae32c 88 ac  hex

19 76 a9 14 f3a99f3392f0d4a8d87c05841335d9f66c1ae32c 88 ac

-




Scripts

Serialize

76 a9 14 £3399f3392f0d4a8d87c05841335d9f66clae32c 88 ac  hex

\x19 \x76 \xa9 \x14 329913392 . bytes

En realidad!




def raw_serialize(self):
result = b"’
cmd self.cmds:

type(cmd) int:

result int_to_little_endian(cmd, 1)

length = len(cmd)

length 75:
ValueError('too long an cmd')

result int_to_little_endian(length, 1)
result cmd
result

Scripts

Serialize




Scripts

Serialize

def raw_serialize(self):
result = b"’
cmd self.cmds:

type(cmd) int:

result int_to_little_endian(cmd, 1)

def serialize(self):
result = self.raw_serialize()

total = len(result)

encode_varint(total) + result




Scripts

Evaluate

éQué nos falta?
* Ejecutar un Script

éComo hacer esto?
 Comando por comando utilizando el stack



def evaluate(self, z):

cmds = self.cmds[:]
stack [1]

len(cmds) 9:
cmd cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]

cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

stack.append(cmd)

len(stack)
False

stack.pop() b'':
False
True

Scripts

Evaluate




def evaluate(self, z):

In op.py
cmds = self.cmds[:]
stack = [] OP_CODE_FUNCTIONS {

105: op_verify,
len(cmds) > ©: 118: op_dup,
cmd cmds.pop(@)_ 135: op_equal,
il 136: op_equalverify,
operation - OP_CODE_FUNCTIONS[cmd] 147: op_add,
169: op_hashiee,
170: op_hash256,
emd in (172, 173): 172: op_checksig,
173: op_checksigverify
operation(stack, z): }
False
OP_CODE_NAMES {
operation(stack): 9: 'OP. @', a
False 76: 'OP_PUSHDATA1',
77: 'OP_PUSHDATA2"',
stack.append(cmd) 78: 'OP_PUSHDATA4',
79: 'OP_INEGATE',
81: 'OP_1',
len(stack) e: 82: 'OP 2',
False 83: 'OP_3",

stack.pop()
False
True

Scripts

Evaluate




def evaluate(self, z):

cmds = self.cmds[:]
stack [1]

len(cmds) 9:
cmd cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):
operation(stack, z):
False
operation(stack):
False

stack.append(cmd)

len(stack) 0:
False

stack.pop()
False

rue

sig_hash
l.e. Lo que hay que firmar

Scripts

Evaluate




def evaluate(self, z):

cmds = self.cmds[:]
stack [1]

len(cmds) 9:
cmd cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]

cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

stack.append(cmd)

len(stack)
False

stack.pop() b'':
False
True

CHECKSIG usa z!!l

Scripts

Evaluate




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

Solo para P2SH

stack.append(cmd)

len(stack)

False

stack.pop() b'':
False

rue




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9.
cmd = cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS| <
cmd (172, 173):

operation(stack, z):
False

operation(stack): Stack Inlt()

False

No implementaremos altstack

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue




def evaluate(self, z):

cmds = self.cmds[:]
stack [1]

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS] ..

cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue

Scripts

Evaluate

Ejecucion sigue hasta que hay

comandos para ejecutar




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd = cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCT .3 cmd]
cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

El comando es OPcode

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

¢ Qué funcion ocuparemos?

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue




®
def evaluate(self, z): Scrlpts

d Lf.cmds[:]
ctack - [T Evaluate

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]

(172, 173):

operation(stack, z):
False

operation(stack):

False Para CHEKCSIG hay que pasar el
hash como el argumento también

stack.append(cmd)

len(stack) 0:

False

stack.pop()

False




®
def evaluate(self, z): Scrlpts

d Lf.cmds[:]
ctack - [T Evaluate

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]

(172, 173):

operation(stack, z):
False

operation(stack):

False Otros comandos necesitan solo el
stack!!!

stack.append(cmd)

len(stack) 0:

False

stack.pop()

False




®
def evaluate(self, z): Scrlpts

d Lf.cmds[:
S Evaluate

len(cmds) 9:
cmd = cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
(172, 173):

operation(stack, z):
False

operation(stack):
False

Si cmd no es comando es data!

stack.append(cmd)

len(stack) 0:

False

stack.pop()

False




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd = cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

Al final stack no puede ser vacio

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd = cmds.pop(@)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):

operation(stack, z):
False

operation(stack):
False

Al final stack no puede tener False!

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue




def evaluate(self, z):

cmds = self.cmds[:]
stack [1]

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIONS[cmd]
cmd (172, 173):
operation(stack, z):
False
operation(stack):
False

stack.append(cmd)

len(stack) 9:

False

stack.pop()
False

rue

Ejecucion exitosa!

Scripts

Evaluate




®
def evaluate(self, z): Scrlpts

cmds = self.cmds[:]

stack [1] Evaluate

len(cmds) 9:
cmd cmds.pop(8)
type(cmd) int:

operation = OP_CODE_FUNCTIu.. &
cmd (172, 173):

operation(stack, z):
False

No implementamos:
False 1) ”:/ELSE
2) Altstack
stack.append(cmd) 3) MULTISIG

operation(stack):

len(stack) 9:

False

stack.pop()
False

rue




class Tx: Scripts

def verify input(self, input_index):

Verificacion
tx_in = self.tx_ins[input_index]

script_pubkey = tx_in.script_pubkey(testnet=self.testnet)

self.sig hash(input_index, None)

combined = tx_in.script_sig + script_pubkey
combined.evaluate(z)
def verify(self):
self.fee() < o:
False
range(len(self.tx_ins)):
self.verify input(i):

False
True




Scripts

Firmando

def sign_input(self, input_index, private_key):

z = self.sig hash(input_index)

der = private_key.sign(z).der()

sig = der + SIGHASH_ALL.to bytes(1, 'big’)

sec private_key.point.sec()

script_sig = Script([sig, sec])
self.tx_ins[input_index].script_sig = script_sig

self.verify_input(input_index)




Gastando plata I

¢ Como gasto mis bitcoins?

* ¢Una direccion es una llave publica?
e ¢Para qué sirve una direccion?

e ¢Como encuentro mis bitcoins?

* Waaaaa!ll



Gastando plata I

¢ Como gasto mis bitcoins?

e ¢Una direccion es una llave publica? — solo para P2PK
e ¢Para qué sirve una direccion?

* ¢Como encuentro mis bitcoins?

 Waaaaal!!l



Gastando plata I

¢ Como gasto mis bitcoins?

e ¢Una direccion es una llave publica? — solo para P2PK
e ¢Para qué sirve una direccion? — P2PKH, P2SH, ...

* ¢Como encuentro mis bitcoins?

 Waaaaal!!l



Gastando plata I

¢ Como gasto mis bitcoins?

e ¢Una direccion es una llave publica? — solo para P2PK

e ¢Para qué sirve una direccion? — P2PKH, P2SH, ...

e ¢COmo encuentro mis bitcoins? — ya lo saben (full node)
 Waaaaal!!l



Gastando plata I

¢ Como gasto mis bitcoins?

e ¢Una direccion es una llave publica? — solo para P2PK

e ¢Para qué sirve una direccion? — P2PKH, P2SH, ...

* ¢Como encuentro mis bitcoins? —ya lo saben (full node)
e Waaaaa!!!l — OK, le haré la vida mas facil!



Gastando plata I

¢ Como gasto mis bitcoins?

. [ 4 V4 ]
s ing-direceton-esunaHavepublical—soloparaP2PK
,p /7 . |. .« 7 2 p2p|;|| pzsll
‘
L] ’ ’ LN

. iCh e bitcoing? | | gl o)

Hay que mandarlos a un script!!!

éCual script?



Direcciones
P2PK

"version": 1,
"locktime": o,
"vin": [
{
"coinbase": "@4e6edSblbeisc”,
"sequence”: 4294967295

[

"value": 50,

llnII: 0,

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a6f9130
eBeda7081e373a96d36be319710cd5cl34aaffbag8lffe8658d7de8af332fe4d8cde2@ OP_CHECKSIG™

I




Direcciones
P2PK

ECC key SEC (no comprimido)

"version": 1,
"locktime": o,
"vin": [
{
"coinbase": "@4e6edSblbeisc”,
"sequence”: 4294967295

[

"value": 50,

llnII: 0’

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a6f9130
eBeda7081e373a96d36be319710cd5cl34aaffbag8lffe8658d7de8af332fe4d8cde2@ OP_CHECKSIG™

I




Direcciones
P2PK

CHECKSIG

"version": 1,
"locktime": o,
"vin": [
{
"coinbase": "@4e6edSblbeisc”,
"sequence”: 4294967295

[

"value": 50,

llnII: 0’

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a6f9157
eBeda7081e373a96d36be319710cd5cl34aaffbag8lffe8658d7de8af332fe4d8cde2@ OP_CHECKSIG™

I




Direcciones
P2PK

myersion™: 1 ¢,Donde me mandan la plata?

"locktime": o,
"Vin": [
{
"coinbase”: "@4e6ed5blb@15c”,
"sequence”: 4294967295

[

"value": 50,

llnII: 0’

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a6f9130
eBeda7081e373a96d36be319710cd5cl34aaffbag8lffe8658d7de8af332fe4d8cde2@ OP_CHECKSIG™

I




A mi llave publica SEC

"version": 1,
"locktime": o,
"vin": [
{
"coinbase": "@4e6ed5L
"sequence": 4294967295

[

"value": 50,
llnlI: 0’

¢,Doénde me mandan la plata?

Direcciones
P2PK

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a619130
e@eda7081e373a96d36be319710cd5c134aaffba8lffo8650d7de8af332fe4d8cde2@ OP_CHECKSIG"

I




Direcciones
P2PK

; D6 ?
mversion”: 1 ¢,Donde me mandan la plata”

"locktime": o,
"vin": [
{
"coinbase™: "@4e6ed5L
"sequence": 4294967295

[

"value": 50,

llnlI: 0’

"scriptPubKey": "04283338ffd784c198147f99aed2cc16709c90b1522e3b3637b312a6f9130
eBeda7081e373a96d36be319710cd5cl34aaffbag8lffe8658d7de8af332fe4d8cde2@ OP_CHECKSIG™

I




Direcciones
P2PKH

¢,Doénde me mandan la plata?

"version": 1,
"locktime": @,

n - n

vin .

{

[

"txid": "f5d8ee39a430901c91a591’ 46d1aPe9cea205b@09ca73dde4470bsas",

"vout": @,

"scriptSig": "304502206e21798a/ 554281abd38bacdlaeed3ee3738d9e1446618c
4571d1090dbo22100e2ac980643beb 8ffdfec6b64e3e6ba3se7bas5fdd7d5d6cc8d25c6b2415",
"sequence": 4294967295

[

"value": 50,
"SCPiptPubKey": "OP_DUP OP_HASH160 404371705fa9bd789a2fcd52d2c580b65d35549d

OP_EQUALVERIFY OP_CHECKSIG",



Direcciones
P2PKH

¢, Como les digo esto?

Nonde me mandan la plata?

"version": 1,

"locktime": @,

"vin": [

{

"txid": "f5d8ee39a430901c91a591’ 46d1aPe9cea205b@09ca73dde4470bsas",
"vout": @,
"scriptSig": "304502206e21798a/ >54281abd38bacdlaeed3ee3738d9e1446618c
4571d1090dbo22100e2ac980643beb 3ffdfec6b64e3ebba3se7basfdd7d5d6cc8d25¢c6b2415",
"sequence": 4294967295

[

"value": 50,
"SCPiptPubKey": "OP_DUP OP_HASH160 404371705fa9bd789a2fcd52d2c580b65d35549d
OP_EQUALVERIFY OP_CHECKSIG",




Direcciones
P2PKH

© & hitps//live. bIockcypher.comjbtc—testnetfaddresslfnSthCmVjvang8&:5P?E48fd RkQAAVFIWc/ ]

arted

m

E)BLOCKCYPHER

= 726abf2e8ff6a3bdeb8c57d7e0b54 1eal 2b0afae5f7c614ce2e5f3a5(fb8325a

1 Input Consumed

0.02876585 BTC from
ar 2N4eeYwo4CtvDhj67HmMAHBIEMoRnecBltNx (output)

Value Transacted : 0.02876417 BTC

BTC Testnet ~ Address, transaction

eee Q Search

Mandando BTC a
nuestra direccion

& 6+ confirmations

2 Qutp

0.0001 BTC to
B8 n3jKhCmVjvaV/gg8C5P7E48fdRKQAAVI7We (§inspent)

0.02866417 BTC to
88 2MzydrQDCXKCweb6hEWolvgw8Q443sMysA2 (spe. ..




Direcciones
P2PKH

Wttps://live.blocke er.com/btc-testnet/address/n3)KhCmV)vavgg8C5 ' A c/ b earc
© & hitps//live blockcyph /b dd 3jKhCmVjvaVgg8C5P7E48fdRKQAAVTWC/ & | Q search

arted

E)BLOCKCYPHER T—— 2222722

(] Q Search

U a https://www.blockchain.com/btctest/tx/726abf2e8ff6a3bdeb8c57d7e0b541ea12b0afae5f7c614ce2e5f3a5ffb8325a

arted

BLOCKCHAIN.COM Products Data Explorer Q Login Sign Up

Outputs ©

Index ] Details Unspent
Address [ n3jKhCmVjvaVgg8C5 P7E48dek0AAvf?Wc] 7] Value 0.00010000 BTC
Pkscript OP_DUP

OP_HASH160

lf3899f339210d 428d87c05841335d9f66¢c1ae32¢c ]
OP_EQUALVERIFY
OP_CHECKSIG




Public Key to Bitcoin Address

Public Key
SHA256
“Double Hash”
or
HASH160
RIPEMD160

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address
(Base58Check Encoded Public Key Hash)

Una direccion de Bitcoin

No es una llave publica

https://github.com/bitcoinbook/bitcoinbook/blob/develop/ch04.asciidoc



Una direccion de Bitcoin

Base58Check Encoding No es una ”ave publlca
Payload
o Add Version Prefix
o Hash (Version Prefix + Payload)
Version Payload SHA256
SHA256
first 4 bytes

Version Payload Checksum

OAdd first 4 bytes as checksum
Base 58 Encode

o Encode in Base-58

Base58Check Encoded Payload

https://github.com/bitcoinbook/bitcoinbook/blob/develop/ch04.asciidoc



Direcciones de BitCoin
Para P2PKH!!!!I

P una llave en SEC

éComo saco la direcciéon de Bitcoin?

1. version = 0x00 para mainnet, y Ox6f para testnet
2. key =ripemd160(sha256(P))

3. checksum = sha256(sha256(version + key))[:4]

4. res = version + key + checksum

Return encode_base58(res):

* Produce una cosa empezando con 1 (mainnet), o m/n (testnet)
* Este prefijo me dice que tipo de direccién es!

* https://en.bitcoin.it/wiki/List_of address_prefixes



Direcciones de BitCoin
Para P2PKH!!!!I

Una direccion con prefijo 0x00 o 0x6f (1,m,n en base58):
 Me dice: paga me a P2PKH
e OP_DUP OP_HASH160 <hash> OP_EQUALVERIFY OP_CHECKSIG

¢A cudl <hash>?

* D midireccién P2PKH

e Convierto D desde base 58 a bytes
e Saco el prefijo

* Saco el checksum

* El resultado es mi <hash>



Direcciones de BitCoin
Para P2PKH!!!!I

Verifica checksum

def decode base58(s):
num = 0

BASE58 ALPHABET.index(c)
combined = num.to_bytes(25, byteorder='big')
checksum = combined[-4:]

hash256(combined[:-4])[:4] checksum:
ValueError('bad address: {} {}'.format(checksum, hash256(combined[:-4])[:4]))

combined[1:-4]

Saca el prefijo y checksum




Direcciones de BitCoin
Para P2PKH!!!!I

Una direccion con prefijo 0x00 o 0x6f (1,m,n en base58):

 Me dice: paga me a P2PKH
* OP_DUP OP_HASH160 <hash> OP_EQUALVERIFY OP_CHECKSIG

e Esto sera el scriptPubKey a cual se paga!!!

def p2pkh_script_from_address(address):

((address[@] 1) (address[9] 'm') (address[@] 'n")):
ValueError('not a valid p2pkh address')

h160 = decode base58(address)

Script([ex76, ©xa9, hl6@, ©x88, ©xac])




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@a9b68c4ae’
tx_index = 1

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'

Tengo que saber
gué gasto!

ScriptPubkey = p2pkh_script_from_address(targetAddress)

newOutput = TxOut(10000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@a9b68c4ae’
tx_index = 1

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'

ScriptPubkey = p2pkh_script from_address(targetAddress) Defino este input!

newOutput = TxOut(10000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@a9b68c4ae’
tx_index = 1

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'

ScriptPubkey = p2pkh_script_from_address(targetAddress) ¢A quién pago?

newOutput = TxOut(10000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@a9b68c4ae’
tx_index = 1

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'

ScriptPubkey = p2pkh_script from_address(targetAddress) Tengo mi TX!

newOutput = TxOut(10000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@a9b68c4ae’
tx_index = 1

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'

ScriptPubkey = p2pkh_script from_address(targetAddress) Firmo mis inputs!

newOutput = TxOut(10000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff@15553b1977cf@aobeR s
tx_index = 1

: Esto mando a la red!!!
newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

targetAddress "mipcBbFg9gMiCh81Kj8tqqdgoZubl1ZIRfn'
ScriptPubkey = p2pkh_script_from_address(targetAddress)

newOutput = TxOut(10000,ScriptPub

newTx.serialize().hex()

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks")
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = ©
newTx.sign_ input(input_index, privkey)




Gastando plata

& https://live blockcypher.com/btc/pushix/ ses O\ SSSSS h

E)BLOCKCYPHER [ [=]

4 Broadcast Your Transaction

oin Testnet




Direcciones
P2SH

Una direcciéon con prefijo 0x05 o Oxce (3,2 en base58):
* Me dice: paga me a P2SH
e OP_HASH160 <hash> OP_EQUAL

¢A cudl <hash>?

* D midireccién P2SH

e Convierto D desde base 58 a bytes
e Saco el prefijo

* Saco el checksum

* El resultado es mi <hash>



Direcciones
P2SH

Una direccion con prefijo 0x05 o Oxc4 (3,2 en base58, mainnet/testnet):

* Me dice: paga me a P2SH
e OP_HASH160 <hash> OP_EQUAL
* Pago a este script:

def p2sh_script_from_address(address):

((address[9] '3") (address[9] '2')):
ValueError('not a valid p2sh address')

h160 = decode base58(address)

Script([@xa9, h16@, exs7])



Gastando plata

tx_hash '15e49ac9d29766cfbc73bfd89d3cab5fbf7ee6eff015553b1977cf@adhss
tx_index = 1

Asi pago a un P2SH!
newInput = TxIn(bytes.fromhex(tx_hash),tx_index)
targetAddress '2NGZrvvZG92qGYqzTLjCAewvPZ7JE8S8VXE"
ScriptPubkey = p2sh_script_from_address(targetAddress)

newOutput = TxOut( ,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

secret = hash256(b'IIC3272Sucks"’)
intSecret = int(secret.hex(),16)
privKey = PrivateKey(intSecret)

input_index = 0
newTx.sign_input(input_index, privKey)




Direcciones
P2SH

éComo genero una P2SH direccion?
* Desde mi redeem script (su serializacion en bytes)

* Necesito tener mi redeem script!!! (o poder reconstruirlo)

éComo gasto mi P2SH output?

* Con el redeem script

* Y con el unlocking script para este redeem script

* La firma es distinta (scriptSig se reemplaza con el redeem script)

Veamos esto en detalle!



def addressP2SH(h160, testnet=False):

testnet:
prefix = b"\xc4

prefix b'\xe5"
encode base58 checksum(prefix + h168@)

newSecret hash256(b'Jedan2Tri4Pet#$IK145")
newIntSecret = int(newSecret.hex(),16)
newPrivKey = PrivateKey(newIntSecret)

newAddress 'n4LzQsUVB69T8mqytRrBzKLadFnR6go4dg '’

redeemScript p2pkh_script from address(newAddress)

hi6e = hashlee(redeemScript.raw_serialize())
address = addressP2SH(h16@, testnet = True)

miP2SHaddress ' 2NGFxbNsuYN1dR7JkhBfUs4aMh4iXgtviiMo'

5 direccion P2SH

Omo genero una P2SH direccion?

Esto genera la direccion
desde un h160




def addressP2SH(h160, testnet=False):

testnet:
prefix = b'\xc4

anerando direccion P2SH

prefix = b'\x05'

en

newSecret h
newIntSecret
newPrivKey

newAddress

redeemScript

code base58 checksum(prefix h160)

ash256(b'Jedan2Tri4Pet#$IK145")
int(newSecret.hex(),16)
PrivateKey(newIntSecret)

'n4LzQsUVB69T8mgytRrBzKLadFnR6go4dg"

p2pkh_script from address(newAddress)

hi6@ = hashle@(redeemScript.raw_serialize())

address add

miP2SHaddress

ressP2SH(h1ee, testnet = True)

' 2NGFxbNsuYN1dR7JkhBfUs4aMh4iXgtviiMs "

Omo genero una P2SH direccion?

Primero genero mi
redeem script



def addressP2SH(h160, testnet=False):

testnet:
prefix = b'\xc4

prefix = b'\x@5"
encode base58 checksum(prefix + h168@)

newSecret hash256(b'Jedan2Tri4Pet#$IK145")
newIntSecret = int(newSecret.hex(),16)
newPrivKey = PrivateKey(newIntSecret)

newAddress 'n4LzQsUVB69T8mqytRrBzKLadFnR6go4dg '’

redeemScript p2pkh_script from address(newAddress)

hi6e = hashlee(redeemScript.raw_serialize())
address = addressP2SH(h16@, testnet = True)

miP2SHaddress ' 2NGFxbNsuYN1dR7JkhBfUs4aMh4iXgtviiMo'

5 direccion P2SH

Omo genero una P2SH direccion?

Con esto genero mi
direccion P2SH




def addressP2SH(h160, testnet=False):

testnet:
prefix = b'\xc4

prefix = b'\x@5"
encode base58 checksum(prefix + h168@)

newSecret hash256(b'Jedan2Tri4Pet#$IK145")
newIntSecret = int(newSecret.hex(),16)
newPrivKey = PrivateKey(newIntSecret)

newAddress 'n4LzQsUVB69T8mqytRrBzKLadFnR6go4dg '’

redeemScript p2pkh_script from address(newAd#Tess)

hi6@ = hashle@(redeemScript.raw_serialize())
address = addressP2SH(h16@, testnet = True)

miP2SHaddress ' 2NGFxbNsuYN1dR7JkhBfUs4aMh4iXgtviiMo'

5 direccion P2SH

Omo genero una P2SH direccion?

IMPORTANTE:
raw_serialize()
I.e. sin len(script)




Gastando un P2SH output

tx_hash '25101721161210c19abb6f45848129e645641cb9d60b5e9df6ee20f82c591305"
tx index %)

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

Output que gasto

ScriptPubkey = p2pkh_script_from_address('n3jKhCmVjvavgg8C5P7E48fdRkUr:"

newOutput = TxOut(5000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

input_index = ©
newTx.sign input(input_index,newPrivKey,redeemScript)

to_spend newTx.serialize().hex()




Gastando un P2SH output

tx_hash '25101721161210c19abb6f45848129e645641cb9d60b5e9df6ee20f82c591305"
tx index 0

Pago a un P2PKH
newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

ScriptPubkey = p2pkh_script_from_address('n3jKhCmVjvavggs8Cta . dRKQAAVT7WC")

newOutput = TxOut(5000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

input_index = ©
newTx.sign input(input_index,newPrivKey,redeemScript)

to_spend newTx.serialize().hex()




Gastando un P2SH output

tx_hash '25101721161210c19abb6f45848129e645641cb9d60b5e9df6ee20f82c591305"
tx index 0

newInput = TxIn(bytes.fromhex(tx_hash),tx_index)

ScriptPubkey = p2pkh_script_from_address('n3jKhCmVjvavgg8C5PZ AAVT7WC ')

newOutput = TxOut(5000,ScriptPubkey)

newTx = Tx(1,[newInput],[newOutput],o,True)

input_index = ©
newTx.sign input(input_index,newPrivKey,redeemScript)

to_spend newTx.serialize().hex()




Gastando un P2SH output

def sign_input(self, input_index, private_key, redeem_script=None):

z = self.sig hash(input_index,redeem_script)
der = private key.sign(z).der()
sig = der + SIGHASH_ALL.to bytes(l, 'big')
sec private_key.point.sec()

redeem_script None:

script_sig = Script([sig, sec])

script_sig = Script([sig, sec, redeem_script.raw_serialize()])
self.tx_ins[input_index].script_sig = script_sig

self.verify input(input_index,redeem_script)




Gastando un P2SH output

def sign_input(self, input_index, private_key, redeem_script=None):

z = self.sig hash(input_index,redeem_script)
der = private key.sign(z).der()
sig = der + SIGHASH_ALL.to bytes(l, 'big')
sec private_key.point.sec()

redeem_script None:

script_sig = Script([sig, sec])

script_sig = Script([sig, sec, redeem_script.raw_serialize()])
self.tx_ins[input_index].script_sig = script_sig

self.verify input(input_index,redeem_script)




Gastando un P2SH output

def sign_input(self, input_index, private_key, redeem_script=None):

z = self.sig hash(input_index,redeem_script)
Ojo: para P2SH paso el
der = private key.sign(z).der() redeem_script

sig = der + SIGHASH_ALL.to bytes(l, 'big')
sec private_key.point.sec()
redeem_script None:

script_sig = Script([sig, sec])

script_sig = Script([sig, sec, redeem_script.raw_serialize()])
self.tx_ins[input_index].script_sig = script_sig

self.verify input(input_index,redeem_script)




def sig hash(self, input_index, redeem script

s = int_to_little_endian(self.version, 4)
s encode varint(len(self.tx ins))
i, tx_in enumerate(self.tx_ins):
i input_index:

redeem_script:
script_sig = redeem_script

None):

Gastando un P2SH output

Para P2SH ScriptSig se
reemplaza por el
redeem_script

script_sig = tx_in.script_pubkey(self.testnet)

script_sig = None




Importante
P2SH

Los métodos que tenemos en tx.py nos permiten:
* Crear un P2Sh spend

**no**

Los métodos que tenemos en tx.py nos permiten:

* Validar un P2Sh script (correctamente)
e Siles molesta esto lo pueden implementar!!!
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